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2-4-2 WSO2 O1—tE®ICDT

2.4.3 12971 —R¥ERK
WSO2 D1 V9T T—2HERiE. & 2-8-2 [SRLET.

& 2-4-2 WSO2
HTTP
=
g e API & iyt
s FalL 56 P oauth2/authorize GET
i FOERN— DS oauth2/token POST
1—EE 1—%7O071—ILOEES wso2/scim/users/me GET

X RO API ZEAT 3R, Identity Server ARXAVZZFRULTLIZTL,

XTI
curl ANV REFFH(A—FTOT1—ILOEUF)

me” ¥
-H "Authorization: Bearer {3.3 TR@EULE7IoELR—0}" ¥
-H "Accept: application/json” ¥
| python -mjson.tool)

{

“emails”: [
“aaa@bbb.local”

1,

“groups”: [
{

“display”: “Internal/subscriber”

I8

(curl -s -S -k -X GET ”"https://{Identity Server AR XA1>%}/wso2/scim/Users/
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£3% APIFIRE
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ARETEPTIUT—23uhs API 2RI T 5FIRZEEHLE .

CCTOP TV T =03V 3EY—ERZHBIZRHICHARET ST TIT—30DIET
ER

TOFP TV T—03UN5 APIIRUETETORNZEUTORISRUET,

—

31:BEAXDER
FIRAER _
(@)
32: 7T r—LavDEFEHRT
33:APIFEEE(FOEAN—O D EE)
7Ty —
LAVTERE | —
550 H
(@®3) 3.4:APIOMFUAHL

—

B 3-1-1 f#IRERENS APIFUHULETORN

BT E 3-1-1 dDO~IT DWW TEH UK,

O AR

PP T—23Vn APL ZRIAT 3ICH > TORRERIC DV TERHELET.
X131 FEEARDERI [3.2 7FIT—03VDEEREREISR

@ TUOEAN—UUDES

PTVT—=0aI AT IEREFROT 1 UED OAuth 2.0 BBEEDFIAAEICDONT
SEHELET,
X13.3 APISREE(7 VA —0VDEVR) 1288

® API DNUEHL

API OO HEUAEIC DWW TEEHLET,
%03.4 API OEUH U1

7z ELEBOH T, BEREE® API OIFUH URFICEEE N 5D URL DRXAVIZDWTIE, [F
XA42%], [Identity Server AR XA 28], [API Manager BR XAV AINEFELE T,
FIEICEEHDRAA DV ERBRBRAXAMUT URL 7OEAUIGEERE CSRLZ6, XL
UGB BIIRXAMUNELWC EZHERLTSIZT L
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3.1 FZR:EEATNDER
AH—E2TlE OAuth 2.0 [2 & BIEHRERIAHTETT,

OAuth2.0 MFFEEARD IS L7 TN T—230 DRt (RIAY—20REARLRE) IS
BUT 5 BUNSERUTLEE W Kz BREICKUILVWEEINZT IR —=0 V& FIAL

T. & API ZE{TTEFET,
#& 3-1-1 OAuth 2.0 2EEDiESEE
FRICHER
SEEAR JRAY—2
L s ’ NS X—%
PV T—=23 DT IOERERICHU.
. | MBI —N—DFEEEZ(TTCER | _ client id
= -
puthoreatl | ao—rzmgy s, 77Ur—vavn | HERICEN ] Gmas )
Grant TOEAI-RFZRAVWT AT —/\—h N client secret
57 IEAN—U U EZITRD AR 530 e (FIFEWZE)
H—N\—NOJ1VBEARERRT Do
PIVT—=230DT7IOEREKICHU.
*Uﬁﬁ%b\nm\j-‘j—_l\ O)nlh\nméﬁljt
Imolicit POLAN—0EREBTIAHR, JavaScript &
oot FIBED Web TSHHARBIMINGY | £./8TUyo 70 | client id
F1L26 URL(IURDICZOERN—22 | TS LDER,
NEENZH. EF1 )T 1BENK
LYo
77')’7 JEIJkﬁL/*UPﬂ%‘D‘wn rﬁ*& = =_

Resource EREUL. 7TV T—Ua3aUnERe Y — t‘fﬁjﬁ(f)@; client id
Owner N—DFEEZIFTTCT IR0 =S * ! client secret
) . 5 Web 771 )

Credentials | [TEX® AR, 2 DR user id
Grant FFI)T—a R0 ( VEEERTYT "7° | password
Do
. 77”’7 JE JE%b\mqul‘ﬁiEé{%?% o - “
g‘:g;ntials LAY — N—DREEST 3 A5, F 3)'3@77;‘(“” client id
Grant FAZIFEEHER(A—FID /S RT—R) AR client secret
ZHREULR,
Authorization
Code Grant.
Resource
Reflesh Reflesh Token Grant ZRWTY Y (C)\rN';ernti l
LRR—0 YIS S B KR, HREILE eaentia’s
Token - Grant TEU3U7 = | Reflesh Token
R, BRELIER(O—1F ID 2 /N\RDJ—R) %
Grant =LA, TPOBEAN—=0N
- BARRYINL., 721X
FOERN—IUD
EHMHAMERE
=

KEEEECHS U7 7R N—0 0 DEMERIE 3600 MHEIEE.
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3.2 77UT—230DEFREER

TTVT—=23UhAERT—ERD API DFBZT2HRICIE. 7TV T—03 v DEEFREREN
B ERYET,
ERERDITYREULTUTBRERARLTETL,

° 77')’7—_23 Dﬁ%

o TP —3MERA

o EREEAT

o TP —37O—)VINyY URLEREEARICEL D TIFWNE)

TIVT—0308FE. T INTYREUTUTERZRMBUE T, LTEHRIEI3.3 API 52
AE(POERN—=UUDEMS) ITHBEULED,

o FTUH—I3vDFEEF— (clientid)

o TTUT—I3VDFAEWERE (client secret)

X R ARICEL>TIFEO—ILAFTEINTUVWB U T 7Z7HO U MEREFNENVNERIZESEH
VUET,

o FABHBDI—HFID (userid)
e FFAFED/INRT—R (password)
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3.2.1 77V r—23 D&
PIVT—aYOSRAFEUTICRRLET,

[FIE]
1. 759%hH 5, Fag URL ICTOtZL&Bﬂ,m
https://[API Manager FIR XA %]/devportal/

2. BAALD[ISIGN-IN]Z2' )Y IULERT,

T+ APIs

Comet-API NiFi-API-01 NiFi-API-02 NiFi-API-03 Qrion-API

.........
tttttt
‘‘‘‘‘‘‘

versian Canemsz ersen Corsert verson versan Cantest

B 3-2-1 API DevPortal 7ot X8
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3.7V —03a0EEBIR 111 LFRT,
XEBEI-—HEHLIV/NRT—RIFFERAFLTLIEEL,
XY I UMEEBEDGSIE. - TROKREICI@<TF Uk ID> 1245 ULEtD%
Username [CAALTLZEL,
ffl:unyo@city.pref

WS@y API MANAGER

Sign In

Continue

WEO2 APl Manager | © 2022

3-2-2 Y1412
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4 XZa1—h5TApplications]Z&EIRUET,

O, DEVELOPER o Al - Q

& el .
Comet-API NiFi-API-01 iFi-API-02 NiFi-API-03 Orion-API
oy-spsan by-spinin by o ke
vio fromet w0 nifidapifo inifitapif02 V1.0 /mififapin3 w0 farion
s s — e e — e = e e
Hkdedok ke ke ok k ek ke kkdk
Orion-AP1
y:spacmn
2.0 Jotion
T G
ke k

B 3-2-3 [7TUT—23V]10ER

5.TADD NEW APPLICATIONIZZ')vOULET,

C,DEVELOPER FormaL cations v | @ search APIs

& Aoolcaions R

4n application is 2 logical collection of 4P1s. Agplications allow you to use 3 single sccess token to invake = callection of APIs and to subscribe to ane 4P| multiple times and allows unlimited access by default

Q, Search application by name SEARCH
Name T+ Owner Policy Workflow Status Subscriptions Actions :
Defaultapplication unlimited ACTIVE 16 Ve |
Utapp1 Unlimited ACTIVE 5 V|

B 3-2-4 [ADD NEW APPLICATIONI®DZ'JwY
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6. lApplication NamellZBM9T 37U —ar&% AH. [Per Token Quota.]
Th—0 0 EIFRIDIOIRNMIESRELVT. [SAVEIZEIRUEY,

©; DEVELOPER rorTaL ‘ @ Applications ‘ v | Q Search APIs -

Application Name*
[My Application

Enter 2 name ta identify the Application. ¥ou will be able to pick this

apelicstion when substribing to 4Pl
Per Taken Quata %

10Pettdin -

Assign 4P| request quata per access taken. llocsted quats will be shared

amang all the substribed 4PIs of the application

Application Description

(512 } characters remaining

CAMCEL
B 3-2-5 7 T—23vnEE

7. 887 TV T—3 BRI EINET,

@ ‘pplication created successfully X

testApp

4 Subscriptions EDIT DELETE

Q o ew

a Destription
83 Production K
OAUth2 Tc .
CAUth2 T *# Thrattling Tier Unlimited {Allews unlimited reguests)
Api Key
O=  Token Type Self-rontained {WT)
OAuUth2 Tokens
workflaw Status APFROVED

X spelication Owner

B 3-2-6 7IVIT—23vNDEFESR
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3.2.2 77V —=30D7 0 AM=0 U BRHREE
BRUETTIT—Y3VDTIERN—I Y OEHIREEEL T EIMIRET T4k
T 3600 H(1 B TT EBAFB THEHE( ATEEEHTETT,
(FIE)

1. 95905, TR URL 7222 0% [l
https://[Identity Server R X1>%]/ carbon/

2.7 V=030 BT 1—FDIUsername & Password1Z A A UT[Sign-
in]z2 )y oULET,
XY TTFIOMDBEFI-—TREBOREICT@Q<TFT UL ID>1ZM45LEEDZE
Username [CAALTLZEL,

Management Console
sigr-in

RA&L7Y dentity Server

Sign-in
e E—
] —
emermber Me

1 2005 - 2020 WSO2 Inc. All Rights Reserved

B 3-2-7 Y1412

3.TService ProvidersI®[ListlZ2'JvoUEXT,

RAR Y Identity Server

Management Console

Signed-in as: ana_user@carbon.super | Sign-out

WSO?2 Identity Server Home

Welcome to the WSOZ Identity Server Management Console

Server
Host aws-stis.dev-necifiware jp

Server URL local://services /

© 2005 - 2020 WSO2 Inc. All Rights Reserved.

3-2-8 [ListlmoJ)vo
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4.[<I1—YE&> <fERRULIZ7 TV T—232%> PRODUCTIONID[Edit]Z o' )y oL
EX R

$73 |dentity Server Management Console

Signed-in as: ana_user@carbon super | Sign-out

@ Home

Identity

Home > Identity > Service Providers > List

Service Providers

& Users and Roles

3 us Entor senice provider name pattern (foral) [ [seah)

(& Cclaims
g © add Service Provider ID Description Actions
@
= am ) Service Provider for application I
5 32 List ana_user_DefaultApplication_PRODUCTION | 20 e 1 A on PRODUCTION DExport  {j Delete

A5 Service Providers

© Add

32 List

@ Resident
Manage @
&) 0IDC Scopes

© Add

32 List

© 2005 - 2020 WS02 Inc. All Rights Reserved.

3-2-9[Editl1mo)vo

5. [Inbound Authentication Configuration]-[OAuth/OpenID Connect
Configuration]®[Edit]Z=2'J)voUXT,

Access URL ‘ ‘

@ Access URL for the Service Provider

Logo URL ‘ ‘

@ Link to the logo of the Service Provider. A 150x150px or higher square image is recommended.

<) Claim Configuration
) Role/Permission Configuration

~ Inbound Authentication Configuration

V) SAML2 Web SSO Configuration J
) OAuth/OpeniD Cennect Configuration v I
OAuth Client Key OAuth Client Secret

hgnxiSyuh1NrginnM3sn3

Regenerate Secret

i Delete

! OpenID Configuration v
~) Ws-Federation (Passive) Configuration v

~) Ws-Trust Security Token Service Configuration

~) Kerberos KDC

B 3-2-10[EditlmoUvo

6. [ Application Access Token Expiry Time | D{E % [ 2147483647 |
(second)ICEREL. EE FERADIUpdate 120w ILET,

@ This option will allow the client to authenticate without a client secret

User Access Token Expiry Time seconds
Application Access Token Expiry Time [3600 seconds
Refresh Token Expiry Time 86400 seconds
1d Token Expiry Time 3800 |seconds

(0 Enable Audience Restriction

Audience

[CJ Enable Reguest Object Signature Validation
() Enable ID Token Encryption

Encryption Algorithm RSA-OAEP v

Encryption Method A

[J Role based scope validator
Scope Validators

[JXACML Scope Validator

@ JwT

Token Issuer

O Default

© 2005 - 2020 WSO2 Inc. All Rights Reserved.

3-2-11 BEMHARDEE
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7. [OKI&2UvILET,

I

~ PDARISTIA '

WSO02 Carbon x

Application updated successfully

E 3-2-12 [OKID2Uwo

8. EME FEfD[Update]&E0)wILET,

hgnxisyuh1NrginnMsn 3cm3v4DUa

€D | <Regenerate Secret

il Delete

) OpenID Configuration v
) Ws-Federation (Passive) Configuration v

V) Ws-Trust Security Token Service Configuration

V) Kerberos KDC

) Local & Outbound Authentication Configuration

<) Inbound Provisioning Configuration

g C:

® 2005 - 2020 WSO2 Inc. All Rights Reserved.

K 3-2-13 [Updatel®oUwso
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3.2.3 77U —232® API &E(Subscribe)

BERUET I3 I UT. P TUT—a o RETTED API 5% E (Subscribe)
UZEd,Subscribe T3 API O—EB% LI TICRUET,

& 3-2-1 API—%&

e iEA

Orion-API Orion ZFIAT 572D API

Comet-API STH-Comet ZFIRA T 572D API

NiFi-API-01 ApacheNiFi [CEFRINTWS ORI IL—F 01 £FBEITS76
D API

NiFi-API-02 ApacheNiFi [CEFRINTWS ORI IL—TF 02 =FBEITS6
D API

NiFi-API-03 ApacheNiFi [CEFEINTVWS7O0ERTI—T 03 ZFIHEIT27
D API
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(FIE)
1. 13.2.1 PPUT—2avDERIOEIE 1~4 &f L\iﬂ'om

2. Eﬁtb\b Subscrlbe 3‘5 API D7Ad0%& D)o ULET,

&3 apis -

p——
|
Comet-API NiFi-API-01 MNIFi-AP-02 NiFi-API-03 Orion-API

@I

o o Tl
| I

L8 3 & L & 8 3 LE 8 8 8 s ek e ek

Orlon -API

o ek ke

B 3-2-14 Subscribe 9% API1 Q74200 0Vwo

3. [Subscriptions 1 7% 21w o U, lApplication 1D FIVFT T X_a1—H5
13.2.1 7V —23 2 D&EFI TEERUIET7 T T—23 %8R0, [Throttling
Policyl CEFAT B VI AN ZEEREL. [SUBSCRIBEI1Z 2 )woUET,

- Crion-APl 4 ..,
admin

@ Onveri e MORE

L) MBS S |} bS C r'l pt\ OMS  (F)SUBSCRIFTION & KEY GENERATION WIZARD

. An application is primarily used to decouple the censumer from the AP, |t allows you to generate and use a single key for multiple APls and subscribe muoltiple
) Comments
o o times te a single AP with different SLA levels

B Documentation

Subscribe

Subsrribe to an application and generate credentials

Application Thrattling Policy
testApp - Unlimited -

Gelect an Apglication ta subscrite wallaGlE Policies - Unlimite

3-2-15 7 7r—23 2 0&R
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4. [Applications]&=2'JvoULET,

©,DEVELOPER rorat | £ APIs v | Q Search APl

Orion-AP|

admin

Mot Rated

WMORE +

prens Subscriptions
> Tryout
An application is primarily used to decouple the consumer from the ARls. It allows you to generate and use a single key for multiple APls and subscribe multiple

Erglarls times to a single APl with different SLA levels

[=) Documentation

Subscribe

Use the Subscription and Key Generation Wizard. Create a new application -> Subscribe -> Generate keys and Access Token to inveke this APL

SUBSCRIPTION & KEY GENERATION WIZARD

3-2-16 [Applications1Do'\)vo

5.13.2.1 77T =03 DEFITERULTY T T—U3 0% ERULET,

©,DEVELOPER rorriL ‘ @3 Application v | @, search APIs

@ Applications

4n apglication is 2 logical collection of APIs. Applications allow you 1o use @ single access token to invake 2 collection of APIs and to subscribe o ane 4P| multiple times and allows unlimited access by default

Q,  Searchapplication by name SEARCH
Neme T Owner Policy Worklow Status. Subscriptions Actions. :
Defaultapplication unlimited ACTIVE 16 VA |
testapp Unlimited ACTIVE 1 F |
Utapp1 Unlimited ACTIVE 6 VA |

B 3-2-17 77V 7—23Vm&ER

6.ISubscriptions1¥ 7% 2')'w2 U, Subscribe U7z API "3 & =MHEELET,

DELETE

O, DEVELOPER ForTa ‘ @ Applications | All v | Q search APIs

testApp

1 Subscriptions

@ o
Subscription Management (®)susscrise apis
85 Production Keys

oAuth2 Tok API Lifecycle State Subseription Tier Subscription Status Action

Apl Key

Orisn-APl - 2.0 PUBLISHED Unlirmited UNBLOCKED # eIt W DELETE S| VIEW INVOICE
dk

OAUthZ Tok

Apl Key

Subscriptio

3-2-18 Subscribe U7z API DR
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7.48(C Subscribe 9% API ARV EIE BEA LD 71IUMS[Logout] =0 v o
LTETUEY,

O,DEVELOPER . || @ Applications |

| Q, Ssearch APIs

Configure Alerts

testApp

Change Password
1 Subscriptions T

@)
Q) overview

Subscripticn Management (@)svescriee apis
S5 Production Keys

OAauth? Tokens APl Lifecycle State Subseription Tier Subscription Status Action

Api Key
: Crion-APl-v2.0 FUBLISHED Unlirmited UNBLGCKED ,‘ EDIT i DELETE E VIEW INVOICE

95 Sandbox

OAUth 2 Tokens

B 3-2-19 OJ7Jhk
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3.2.4 77V5—23 07 0 RRAF— WEROERK
ERURT T T—YaVADT UL RICUBBRIREF— CHIBEREREERLET,

[FiE)
1.13.2.1 7U5—2300EFIOFIE 1~4 %=1 L\i@“om

2. XZ1— 73\'9[Appllcat|ons]EG'J‘JOL;?@'O

O, DEVELOPER ~

&F aps

Comet- API Nii F -API-01 MiFi-API- 02 NiFi-API- 03 Dr on- nF'I

.....

L 2 23] La g 8 84 et ke e e e o ok

......

B 3-2-20 7FVT—Y3VmER

3. 7)== J—%b‘b\ Eﬁbf 77"'J’T—JE| D EIRUEY,

O,DEVELOPER

@9 Applications
n spplicstion is = logizsl collection of AFls. Applicstions sllow you o use = single sces:

Q,  Search application by name SEARCH
Name Owner Policy Workflow Status Subscriptions Actions
DefaultApplication Unlimite ACTIVE 3 Ve |
TestApplication Unlimite ACTIVE 2 V2 |

B 3-2-21 7FV7—23aVmE&ER
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4.TProduction Keys19J&=0J)vod3

&) overview

: B oo
33 Production Keys I
(A TRl ¢¢= Throttling Tier Unlirmited (Allows unlimited reg
Api Key
95 Sandbox Keys O  TokenType Self-contained (JIWT)
OAuth2 Tokens
- Vorkfiow Stat APPROVED
pi Key
:\\ Subscriptions E oolieon G

3-2-22 TProduction KeysiD2')wo

5.Grant Types DISAML2 ITTWA-NTLMITUWTIDOFTvoZEN L. F 3-2-2 h'H7
TT—=23 VI CBRERYI TDOFTvo%ERIRL. [GENERATE KEYS]Z2w
093& [7OoERM—02(Access Token) IBNERMINET,

B5E

[Client CredentialiD##EBIY 1 TE=HUIIREETLIGENERATE KEYS]1Z 2w o UGS
X TTPOECAN—=0 2 IBNERINERE A, COGE. FIAEF—ITFBEEWRRIIERINT
WEITODOT, TFIREF—ITFIRAEWERRE | ZHESEL T<IEEL,

OAuth2 Tokens
Token Endpoint htps://618856104018-pisces-am.dev-necifiware jp/token [y

Api Key

N\ Subscriptions Revoke Endpaint https://618656104018 pisces-am.dev-mecifinare jpirevake [y

Refresh Token lf [] samL2 Password Client Credentials
Grant Types O wa-NTLMf O Code D Implicit

Callback URL

3-2-23 PORARM=UDERK
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& 3-2-2 #HEIY1TEHM

FHENY1 7%

¥ind % Oauth2.0 FREEY1T *1

&%

Code

Authorization Code Grant

J—)INy D URL 47

Implicit

Implicit Grant

J—)INy o URL #47

Password

Resource Owner Credentials Grant

Client Credential

Client Credentials Grant

Refresh Token

Refresh Token Grant

*¥1 Oauth2.0 FREEY 1 FICDVWTIE 5k 3-1-1 OAuth 2.0

6. [PORRN—DVIBGIBHEIIBEL. G TD[closelz0)voddE TFIAEFX—

SELDIER | =B 0R,

(Consumer Key) I. T#A&E#MWZHE (Consumer Secret) INERKRINET,

Generate Access Token

Please Copy the Access Token

A

Access Token

Please copy this generated token value as it will be displayed only
for the current browser session. [ The token will not be visible in the
Ul after the page is refreshed. )

ey)ANXQIOUNellATW1Ga09IHWXdNVOkw\WIdObUSEY3hORTl =
SWWINNFpUQTNNVOkyTkRBelpHUXpOROOWWKdSbESqSmt
PREZrWkRSaUSURmMtNVOZoTXpVMIpHVmMxOZylsimtpZClélk1 B
GWXhNBUZrT0dZd01XSTBaVO5t TkRjeESHWXdZbUOOWIREM B
01XSTIOREF6WkdRek5SHTTBaR 1JsTmpKaO9ERmtaRFIpT1RGa
01XRmhNelUyWkdWbESnX 1 TMjU2liwiYWxnljoi UIMyNTYifQ.

-

Above token has a validity period of 3600 seconds and the token has (am_application_scope, default) scopes.

3-2-24 FIREFX—/HREWERDER
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7.TFIAE+—(Consumer Key) 1. IFIRA&EWEHE (Consumer Secret) INDHICHDT
AAVEEFNENDIYIOUL XFHZED )y TR—RICOE—UET I WHUETFIEE
F— 1. RAEWEHR I ZAVT API OMUHUICHEBR 7P IOTEAN—0 U ZEBUET,

Test1 7/ []

@) overview
Production OAuth2 Keys

5 Production K
i) [t rEmlE Key and Secret

OAuth? Tokens
Consumer Key Consumer Secret

Api Key PhB2q5dPZGE021Leshls1_dBOAa @
3R Sandbox Keys Consumer &ey of the application snsumer Secret of the application

OAuth2 Tokens
GENERATE ACCESS TOKEN CURL TO GENERATE ACCESS TOKEN
Api Key
Key Configurations

3-2-25 FIREF—/FIREWEROER

N\ Subscriptions

8. ERRIFEEALDT7AIUN S[Logout]Z0 )y IL TR T ULET,

O;DEVELOPER o | & Applications ||

All -

Configure Alerts

Test

Change Password _ ¢
@) overview

Production OAuth2 Keys

& Production K
i) e Key and Secret

OAuth2 Tokens

Api Ke PbB2gedPZGE)OzIUeshls1_dBQAa B © s
pi Key B &

S& Sandbox Keys

OAuth2 Tokens
GENERATE ACCESS TOKEN CURL TO GENERATE ACCESS TOKEN

Api Key

B 3-2-26 OJ7Ik
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3.2.5 77U —23 DY M1 EE
FPIIT—23 DI M T & 13.2.4 7TV —3 070 RBF— /WEEOERK ]
Th—00FEBUIETEEERRE T,
FlELT 13.2.1 7T —230D&EFITERUE7 T T—23 DY TE=EET
DFIEZEEHLUFT,

(EZED!
1.13.2.4 7TV —23070CRBF— /MWEBOERIDOFIE 1~4 Z1TVET,

2.k 3-2-2 OB ATHOEE T M1 TDF v I%ERL, [Updatel&o')y

AVET B
O,DEVELOPER 1+ ye— . -
oken Endpoint ttps// 6561048

€561 040718-prsces-am.dev-neciiinare Jp/oken 1

https://618656104018-pisces-am.dev-neciiiware jp/revoke [y

Client Credentials

Password

Refresh Token [ SAML2

3-2-27 Y1 T DEE/EH

3. EREBEEA LD 1IUA5[Logout] 0y I LT T LET,

All -

©,DEVELOPER ForTAL ‘

Configure Alerts

Change Password ¢

Test1

@) overview
Production OAuth2 Keys

35 Production Keys Key and Secret

OAuth2 Tokens

s

Consumer Key
PbB2q6dPZGE|OzIUesbls_dBQAa &

Api Key

93 Sandbox Keys

OAuth2 Tokens
sssssssssssssssssss

Api Key

3-2-28 O979Ik

E<E:3

EROFBEECHWT NI I THRIRENDE T 15 DIEEMETT . FEIY1 TOEHE. 7
JEAN—=0DEUEIE 15 PEIOKEZEWVTHSERL TIZEL),
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3.2.6 77U =23V OHIER
PIUT—YaVENIRT B HEE U TFICERLET,

(IE]
1.13.2.1 PFUS—2aVOERIOEIE 1~4 a—zﬁmﬂom

2. XZa1—h5TApplications]Z&RUE T,

O, DEVELOPER

@ APIs = @

Comet-API NiF-AP1O1 NiFi-AP102 NiFi-API-03 Orion-API
[ P (- . [

ko ok ok ok ook ok ok ok ok ok ok ok ok

Orion-API
*okkok ok

B 3-2-29 [Applications]MiER

3.HBr9 57T T—30D{TC[Delete]& ')y oL, 1707 CTIDELETE]Z
PAONIVESN AM

Delete Application

The application will be removed

CANCEL

B 3-2-30 77VT—3avnHkk
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3.3 API munIE(vthI\ gjd)ﬂy‘[ﬁ‘)

% OAuth 2.0 BREDERREAR TP VA= D DEEAEIC DOV TEHEHLE T,

3.3.1 Authorization Code Grant
Authorization Code Grant OE{THIIC DWW TEEHEHLE T,

PFVT—=23VIFLTO URLEUH UVABEE  FUELED AL IREE S T—IV/INY
2 URL D2 TN E PO A =0 VEGIEZEREL TTEE L,

<YOIXbL>
URL:

https://{API Manager IR X1 %&}/oauth2/authorize
Method: GET

% 3-3-1 Authorization Code Grant DFREE-FBAIDUITI IR IUINGA—5
INSA—5%& B L

JOIRNCERT DTV EREDRAI—TEIBET B,

*"default” Z¥&8E.

response type | Authorization Code Grant MH&(&. "code” ZIB8ET D,

3.2 77T —230DEREFREITHRELEZT TV T—3

scope

redirect uri DI—)LI\w% URL(URID) £3589 3.
) ) HWHEEN=7TU5—2320 Consumer Key(client id) %
client.id e
IEET D,
<LZRRIR>

TS T LEEE URL 2O U=, ;ﬂnﬁﬁﬁb\%’ﬁ- nia“o
LUTDOFIETEDBEEmD SR - 2Rl <L

DREE 5B

- SRR EROUEB IR T —ERAITHELTWS 0. 7TUT—Ia URREENERE
M\Eli&')t)iﬁ/uo
EREE - R OETFHIEZLLFISRUET,
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1. REEEHAIFRTIIND/6. Username. Password ZAALT. Continuel%
209y IUF T,

WS@y API MANAGER

Sign In

[ ]

WS02 APl Manager | © 2022

B 3-3-1 WSO2 HAEY SE3:LEmE

2. ABEENRTINDH, [Continuel 20w ILET,
XTApprove Always]Z:&RUIGE 2 BIBLEEFRTINEE A,

WS@, API MANAGER

CkanUser CKAN_PRODUCTION would
need to:

® Approve Once

Approve Always

WS02 API Manager | © 2022

B 3-3-2 WSO2 AR Y SA&EMm
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3. A&SRRIE. 7 TVT—23rD3—)VINy D URLAUSALIRULET,
F72. J=IV/INY D URL DOTUNSA—=FCIEEZAII— AT EEINET,
TOERRIO—RZ RV TEREE - SRR AR (RO =0 VESIBZ RE U TSIZ S,
<LRRIZ>
= 3-3-2 Authorization Code Grant OFBEE-FRRIDUIT IO TIING A—%
INSA—5% B
code R O—RZRAT B,
KERA I—RDOBEZHARIL 600 MEE

EEI:I

XTI
http://{J—JV/I\vo URL}?code=853312a5-9fd0-3b6e-99d7-
f361b77db647

QP VANV UEE

API FU B UBSICIMBR POV ERBULET,

SREE - SRR ICM U IND 7T —23ar0d—IViINwS URL TLUTOUIEZE £
LTLEETLY,

TOERAN—=0UBEDIz D7 oA URL UOIAS LARZAFIZELLTFISTRUET,

OFBEL- 537 CEMS U2 A—RZERL T 7O R M0V ZBRGLET,

<JOIRAL>
URL:
https://{API Manager ER X1 &}/oauth2/token

DOIZARAYS

Content-Type: application/x-www-form-urlencoded
Method: POST

#& 3-3-3 Authorization Code Grant Db—2 VEEDUITRARITIINSA—5

INOA—5% EiBA
code BB URERRO—RZIEET D,
Authorization Code Grant MDi5&l&. "authorization code”
grant_type -
E*Eﬁa—%o
WS NE7TUT—2a00fBEEWSRSE (client secret) =i8E

client_secret $3.

redirect uri 7)o —3003—IVINVyI URL(URD Z3EET .

client id HWEHENE=T7 TV =23 00fBEEF—(client id) &8ET 5.
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<LRRIZ>
LRRIZAAYSY
Content-Type: application/json

# 3-3-4 Authorization Code Grant Db—2 VEEBDLRARIRING A —4

INSAX—=H5% A
scope UOIZNINSA—ITIRELZAI—TDEZRNT 5,
token_type "Bearer’ziRHY D,
expires_in b—22 DBEREARR () Z2:RHT 5,
refresh_token LY ab—020% RT3,
access token TOCAN—D%&IRNT D,
XTIV

(curl -k -v -X POST https://{API Manager IR X1
$#}/oauth2/token -d”code=cd73401b-8769-35d7-b480-
130f76240b70&grant type=authorization code&client sec
ret=86RUHPsmhkJXTy3reh3p12 4ajoa&redirect uri={d1—
WiNvo
URL}&client id=NPp17brQhfDAEQdU4rfDLVOM3Swa” |
python -mjson.tool)

{

"access token”:"59fb16ac-e5ac-3633-981a-
c375a499adf8”,

"refresh token”:"a73daa41-0015-3968-b2bd-
84165efb18e1”,

"scope”:"default”,

"token type”:"Bearer”,
"expires in”:3600

}
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3.3.2 Implicit Grant
Implicit Grant DE1THIIC DWW TEEEHLET,

RAFETS7TVT—3a 2V TRANBERBZR, LT URLICUTIL IS DAEZEEELT

<IEELN,
<JOIRAk>
URL:

https://{API Manager BR X1 &}/oauth2/authorize
Method: GET

& 3-3-5 Implicit Grant D=2 VEBEDUVOIANIIIINSA—H

INSX—=5%

=t

scope

DOTIZANCEKRTBDT7ICRENDZAI—TZIEET B,
X"default” Z1E%E,

response_type

Authorization Code Grant DF&(L. "token” E8ET D,

3.2 777 —03r0&FEREITRELVZZ T ) 7—3200—)

redirect uri N4 URL(URID) &35 T 3,

. . HWHBEINE7TUST—23200 Consumer Key(client id)Zi8ET
client id z
<VZARIZ>

jjrj-'j-'gu:un 7‘3\\%7__[\__“?3_0

LIBEDFIETZDEEMSEREE BRI Z=XREL T<ET

@ AL SRRl E TP I A0S

Fll-a‘l:‘ EJ: )\ FILu\D nu\j%%ﬁ_bia—o
3.3.1 Authorization Code GrantlDE3:E - 23] & RIRDIBIEEERL TSI,

7=72U. Implicit Grant ®B&IXI—IL/Nw2 URL DIITINTX—YICEETF I N—

TN EENTGRAISNET,

<LRRIZ>
% 3-3-6 Implicit Grant D=2 VEEBDLRARIZOTINSA—4
INSA—5% Bl
scope JOIRNINS A=Y THRELZZAI—TDEZERAT 5,
token type "Bearer’ ziRH1Y %,
expires in b—2 2 DOREEAR(F) ZiRENT B,
access token TPOCRN—=D 2 RHAT S,

XTI

http://{3J—JVI\'v© URL} #access token=4e3f38e6-e2e8-3e12-b2eb-
8564e3592141&token type=Bearer&expires in=3600&scope=default
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3.3.3 Resource Owner Credentials Grant

Resource Owner Credentials Grant ®E{THIIC DLW TEHEHULUET,
TOCAN—=D0VBEBDRHD., 7oL URL VIR N AR ZFIZLLTFICRUET,

<JOIRAk>
URL:

https://{API Manager BRX1>%}/oauth2/token

JOTZAMAYS':
Content-Type: application/x-www-form-urlencoded
Method: POST

#& 3-3-7 Resource Owner Credentials Grant DUJUOIRARINSKX—%
INSA—5% EiBA
Resource Owner Credentials Grant O & & &,

grant.type "password” EIEET D,
username I1—HE%EI_ET D,
password INRADT—RZEIEET B,
client secret HOWESNEZE7TUS—I3ar0F BAEWMER (client
- secret) &18E9 %,

) . HWESNnEeZ7TUT—oar0FAEF—(client id)Z&

client.id s
?EII:E_g'-éo
<LZRRIR>
LARIZAAY S

Content-Type: application/json

# 3-3-8 Resource Owner Credentials Grant DL AR XINSX—4

INTA—5H B
scope DOTRINSA—=FTHREULEZRAO—TDEZRANT B,
token type "Bearer’zRHIY 5,
expires_in b—22 DERNEARR (F)) Z:RAT 5.

refresh token ILwoak—020%8H9 5,
access token TPOBEAN—=020% RT3,
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XTI

(curl -k -v -X POST https://{API Manager IR X2
#}/oauth2/token -
d”grant type=password&username=tutorial&password=mw8
Hatgj&client id=NPp17brQhfDAEQdU4rfDLVOM3Swa&client s
ecret=86RUHPsmhkJXTy3reh3p12 4ajoa” | python -
mjson.tool)

"access token”:"e2235bbb-7981-35ab-a06e-f50f7ee99034”,
"refresh token”:"c8fc826c-c3da-3e8b-80ad-2d5e8d380c37”,
"scope”:"default”,

"token type”:"Bearer”,

"expires_in”:3600

3.3.4 Client Credentials Grant

Client Credentials Grant OETHIC DV TEHELET,
TOCAN—=OBRBODEHD. 7O URLJIIRAN LARZFIZELLTFICSTRUET,

<JOIRAL>
URL:

https://{API Manager AR X1 %&}/oauth2/token

JOTRMAWYE:

Content-Type: application/x-www-form-urlencoded

Method: POST

# 3-3-9 Client Credentials Grant DUIIZANINTGA—5

INSA—5% EL
scope QOIXFFE*?577tX&@z:—7€EE?5O
X"default” Z=18E,
Client Credentials Grant Di&(&. "client credentials”
grant type

EIEET Do

client secret

HWEEIN7 T r—2arof AEWER (client secret) =35
E9 5,

client.id

HOWEINET7 T T—2300FBEF—(client id) Z18ET S,

<LRARIZ>
LARIZAAYS

Content-Type: application/json
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% 3-3-10 Client Credentials Grant DL AR RINGX—4

INTA—5% B
scope UOTRARNS A=Y THEELZAD—TDEZRAT D,
token_type "Bearer’ziRH9 D,
expires_in b—22 DBEREAR (F)) Z:RAT 5.
access token TOECRN—=0 & RHNT D,
XTI
(curl -k -v -X POST "https://{API Manager AR X1
$#}/oauth2/token” -

d”grant type=client credentials&client secret=86RUHPsmhkJ
XTy3reh3p12 4ajoa&client id=NPp17brQhfDAEQdU4rfDLVOM
3Swa&scope=default” | python -mjson.tool)

{
"access token”:"58ef153d-cc64-3fd4-8b22-e169783cbc3f”,

”.n”

"scope”:”am application scope default”,
"token type”:"Bearer”,
"expires in”:3600

}

3.3.5 Reflesh Token Grant

Reflesh Token Grant OE/THIIC DV TEREHLET,
HWHULETZIOEI =00 DOFZEREER -BRITUET,

[ 3.3.1 Authorization Code Grantl. l3.3.3 Resource Owner Credentials

Grant] COHFAHAEE T,

FPOBIAN—=DVREDZHD. 7O1R5%E URL UIIRX S LARIZBIELLFISRUET,

<JOIRAL>
URL:
https://{API Manager ER X1 %&}/oauth2/token

JOTARYS '

Content-Type: application/x-www-form-urlencoded
OMethod: POST
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% 3-3-11 Client Credentials Grant DL AR RINSG KX —%

INSAX=5%#

s&

]

grant_type

Reflesh Token Grant MF&IE. "refresh token”Z15E
RSN

client_secret

HWESn=7Uo—2arvfEEWEE (client secret)
ZIEEIT D,

refresh_token

[ 3.3.1 Authorization Code GrantlZ 7= 1% T 3.3.2
Implicit GrantlDEREERFICHALVETINTE refresh token D
BEZIEET D,

client id

BWESNEZT TV T—23VOFAEF—(client id) ZiEE
EECE

<LRARIZ>
LRI ZAAY S

Content-Type: application/json

#& 3-3-12 Client Credentials Grant DL AR RINSGX—4

INSA—5% EL
scope UOTIRRINSA—=FTHREUZAI—TDEZERANT 5,
token type "Bearer”ZiRE YT 5,
expires in b= OBEHARR (7)) Z3RHT B,
refresh token oLy oab—00%RT D,
access token TOERRN—=VVERHIT S,

XTI

3ebb-b0ac-

mjson.tool)

"token type

(curl -v -k -H”Content--Type: application/x--www--form--
urlencoded” -XPOST "https://{API Manager IR X1>
#}/oauth2/token” -
d”’grant type=refresh token&refresh token=f751718b-e58f-

75f17b701e5d&client secret=86RUHPsmhkJXTy3reh3p12 4ajoa
&client id=NPp17brQhfDAEQdU4rfDLVOM3Swa” | python -

"access token”:"59fb16ac-e5ac-3633-981a-c375a499adf8”,
"refresh token”:"a73daa41-0015-3968-b2bd-84165efb18e1”,
"scope”:"default”,

Bearer”,

"expires in”:3600

L)
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3.4 APIOMUHL

WINHDEREEARNTIEUSERELT & 7V ERAN—U U NXFIHRAENE T,
#l)4e88f99fa193bafbeb41c528b9b9e070

API U URFC UOTR MY FICEDER U7 OERA =0 UXFIZ S5 U TEE L,
=& 3-4-1 API DU UAE

FALEWAPI D HTTP XYWk

XGET. POST. PUT 7%at&

FALEZW API @ URL

i) https://{API Manager AR X #&}/orion/v2.0/entities

Content-Type: application/json

Authorization: Bearer {3.3 TEGEULET7IERAN—D U}

or
X-Auth-Token: {3.3 TRREULE7ILRAN—=0}

HTTP XVwyk

URL

NV

3.4.1 curl E£1761
curl IXVRERFALE APL U USEE L FISRUET,

XTIV
(curl -k -X GET "https://{API Manager AR X1 8}/orion/v2.0/entities”
-s-S ¥
--header "Accept: application/json” ¥
--header "Authorization: Bearer {3.3 TREULL7ZIELRAN O} ¥
| python -mjson.tool)
[
{
"type”: "Room”,
"id”: "DC S1-D41”,
"temperature”: {
"value”: 35.6,
"type”: "Number”,
"metadata”: {}
}
|8
{
"type”: "Room”,
”id”: "Boe-Idearium”,
"temperature”: {
"value”: 22.5,
"type”: "Number”,
"metadata”: {}
}
h
{
"type”: "Car”,
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3.4.2 API DevPortal E174l
API DevPortal ZFfIFHU= API U UAEZLLTFISRUE T,

1. 955405 BT URL ICTOtZL/iB“om
https://{API Manager FER X1 %&}/devportal/

O, DEVELOPER ~

{a APIs = @

i alge T

Comet-API NiFi-AP1O1 NIFI-AP102 NiFi-API-03 Orion-AP1
s " " o o " o

LA 2 2] ko ok ok ko ok

B 3-4-1 API DevPortal 7ot Xk

2. 21707V APl OUR—X U REBIRLE D,

O, DEVELOPER r Q

£ APis —

e 8 Sl

Comet-API NiFi-AP1O1 NiFI-AP102 NiFi-API-03 Orion-AP1
[— [Np— " o e -

ok ok ok kR ko ko kR

B 3-4-2 API JVR—RVFDZER
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3.ITry OutlZEZRUET,
ZEIRT D& API AUR—R UMD API —BHRRINE T,

@) overview
> TryOut

) Comments

S Documentation

A Notice

You need an access token to try the API. Please log in and subscribe to
the API to generate an access token. If you already have an access
token, please provide it below.

{5 sbks

Security

Security Type

® oauth Q #7 O =

Please subscribe to an application

3-4-3 API OV —-IVDiERE
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4.%179 % API 2 ZERULE T,
EIRT B ER/INSA IR EDFRIBFRERTLET,

Jentities HLLVIAZTHFAL T2 ToZFHTD

‘ Parameters

Name Description

Fiware-Service
Fiware-Service

string
(header)
Fiware-Service - Fiware-Service
Fiware-
AP Fiware-ServicePath
string
(Beader) Fiware-ServicePath - Fiware-ServicePath
options
strine keyValues: B
fqoery) UOT R MRT - ZkeyvaluelE R THEE
upsert:

BELEIYT T« IFET 31558, EEBHREEH
N> N EYD TESEEERRE
Available values : keyValues, upsert

Payload * reauires

E2iEss il )

&

Try it out ‘

object
ibady)
Example Value | Model
point”,
-3763726, 2.18644757,
Parameter content type
application/json ~
Responses Response content type v I
Code Description
201
EEET

3-4-4 API {1#5kRESR

% 3-4-2 API DevPortal TIERTD/I\SX—%

INSAX=5%

%II

]

Name INTA—FERERRUEXT,

Description

INOX—=FITHEET SEDFHAZRRILET,
BETDENEI G EFHRRERADGE . ERICDODWTEHEF
MBROEHEHVUET, ZDHBEModel |1 Z:8IRT B &
ERXDEAEZFRRL. [Example ValuelZ:&RTDE/N
IA—=HIFERRUET,
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5. 3.3 CRELE7Z IR0V ZIEELE T,

O, DEVELOPER ror ‘ £ APIs ‘ Al LY

2 Tryoue Try Out

Comments

Documentation

A Notice

You need an access token to try the API. Please log in and subscribe to
the API to generate an access token. If you already have an access
token, please provide it below

SDKs

Security

rity Type

® ocauth Q #¢ [ORE

Please subscribe to an application

sccess.token

Authorization: Bearer ® GET TEST KEY ®@

3-4-5 PUOERN—OUDERE
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6. ATTRICHBER/INSA-YDEEIEEL CIExecutel &0V UFdE API ZETUE
ED

Jentities HLVWIDFFA IF« T EIERHTE a8
Parameters Try it out

Name Description

Fiware-Service § .
Fiware-Service

string
(header)
Fiware-Service - Fiware-Service
Fiware- . i
ServicePath Fiware-ServicePath
string
(Beader) Fiware-ServicePath - Fiware-ServicePath
options
string keyValues: L
(query) YA TR AT -r Zkeyvaluel6 T TIEE
upsert:

BELEIYT T 0FET 2158, BUEESREEH
# D)0 TRERIEE R RE

Available values : keyValues, upsert

|._ v‘

Payload * reauired

abiect HRIFH L TILSE
(bady)
Example Value  Model
“type”: “type”,
“id"z Tid”,
“temperature”: {
"type”: "zeoipoint”,
“value”: "41.3763726, 2.18644757,
"metadata”: |
"ers”
“type”: "TEXT",
“walue”: “WGSE4” =
1 #
Parameter content type
[application/jscln v ]
||
Responses Response content type [ application/json v I
Code Description
201
EE#ET

B 3-4-6 API %171
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NETTDIELUTDOLS ICETRERIRININE T,
Response Code M 20x THNIE API DEFTIEFHKINLTL\E T, Response Body
DRFMEZEHEZRL TSI,

Responses Response content type I application/json ~ ]

-X POST "https://618656104018-pisces—an_devnecjfivare.jp/orion/v2.0/entities” —H "accept: application/json” -H ~
= guide” F -ServicePath: /test” -H "Content-Type: application/json” -H “Authorization: Bearer

Me | 14TH1 Ga0IHPXANYO0kw? | dOBUSEY3hOR1 | 3W¥1NNFpUQTHNY0kyTkRBe | pHUXpORD 0 wilkcdSbE5 qSmt PREZ riflkcRSalld URmt NY0Zo TXp¥M | pHYmx0Zy 1S T
ntpZCIB Ik16¥XhNbUZr TOdZd0 1XSTBa¥05 TkRj eESHIXdZbU0O0Y |RBHO 1 XSTJOREF8WkdRek5HTTBaR1.)sTmpKal9ERmt aRFJ pT1RGa0 1XRuhNe | Uy Wkd¥bESnX 1JTHj
THyNTYif0. eyJzdl uZWNAYZFyYmulnM1cG¥yliwiYX¥k]joiUjNNHEoATUl sazEle| FSUSRXZmRw TEZdenZ j Y315 ! EMTYZMTEZNT=1

04TUIsazElel F5U! i JoiYW1{YXBwbG1iYXRpb25 f cZNvcGUzZGYmYX¥sdClsInl zcy 16 Imh0 dHBZ0 | wvXC82H
Bldi 0 anh b d B OI01Mieia®EAT io i o0 inj

Server response

Code Details

e Response headers

access-control-al low-headers: authorization,Access-Control-Allow-Origin.Content-Type,S08PAction,Fivare-Service,Fiwvare-
ServicePath, Authorization

access-cont rol-al low-methods: POST

access—control-allow-origin: =

access—control-expose-headers:

connection: keep-alive

date: Mon, 22 Aug 2022 02:37:43 GHT

fiware-correlator: £3a736ac-21c3-11ed-a700-da773355bfcl
location: /v2/entities/id?type=type

server: nginx

transfer-encoding: chunked

x-frame-opt ions: SAHMEORIGIN

Responses

Code Description

201

B 3-4-7 API DETHR
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